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As a career security practitioner and Chief 
Security Officer to several companies over 
the years, my significant responsibility to 

the organization I am responsible for is simply to 
reduce or eliminate threat exposures to its core 
business assets. Depending on the nature of that 
business and its size, this might be a daunting task 
at first blush, however, I have discovered that with 
an organized, systematic approach, you can ap-
proach risk management effectively. Risk simply 
put is the negative impact to business assets by 
the exercise of vulnerabilities to those assets, con-
sidering both the probability of that event as the 
Single Loss Expectancy (SLE) and the resulting 
impact of the occurrence, otherwise known as the 
Annualized Loss Expectancy (ALE) both terms of 
which I will define more in depth shortly.

This article is focused on helping you under-
standing the core elements of a successful IT se-
curity risk management program for a commercial 
enterprise, the processes of calculating the cost of 
a risk exposure and what the appropriate costs of 
mitigating those risks should be. 

We must first understand what the essence of IT 
security risk management is which can be defined 
as the process of identifying risk, assessing risk, 
and taking steps to reduce risk to an acceptable 
level. The resulting impact of an event can be de-

scribed in terms of loss or degradation of any, or a 
combination of any, of the following three security 
characteristics: integrity, availability, and confiden-
tiality. The following list provides a brief description 
of each security goal and the impact of its not be-
ing met: Figure 1.

IT security risk management plays an essen-
tial role in protecting an organization’s intellectual 
property and information assets and subsequently, 
the business mission, from information technology 
related security risks. Each organization is unique 
and the thresholds for how much risk it is willing 
to accept, otherwise known as their risk appetite, 
will have a measurable impact on the IT security 
risk management program implemented. Regard-
less, every effective IT security risk management 
plan should contain three essential facets; some-
thing I refer to as The Security Trifecta in one of 
my books, Governance Documentation and Infor-
mation Technology Security Policies Demystified 
which is a combination of governance, technology 
and vigilance. If you are preparing to lead a com-
pany’s security function or improve what you have 
implemented already, I’m going to lay out a sus-
tainable IT security risk management plan for you 
that should be part of your first one-hundred days 
on the job or at the very least, implemented during 
your tenure as soon as possible.

Risky Business: 
IT security risk Management Demystified

As a career security practitioner and Chief Security Officer to 
several companies over the years, I was responsible for reduction or 
elimination threat exposures to its core business assets. Depending 
on the nature of that business and its size, this might be a daunting 
task at first blush, however, I have discovered that with an organized, 
systematic approach, you can approach risk management 
effectively.



A
u
d
&
S
t
a
n
d

Page 51 http://pentestmag.com07/2012(7)

Traditionally, IT projects are approved using the 
return on investment model (ROI) and it’s an es-
sential financial measurement for any business 
venture and one that must be positive, or at least 
neutral, in order to demonstrate the viability of the 
proposition being examined. There are certain es-
sential business functions however that does not 
provide a return on your investment; one being in-
formation security, both physical and digital unless 
IT security is your business.

They are not investments providing a return, like 
an ATM or e-commerce site. Security expenses if 
utilized correctly, earn their keep in risk avoidance 
or mitigation which does translate into tangible fi-
nancial savings. They are about avoiding losses 
associated with business risks, not about finan-
cial return. The traditionally difficult part about get-
ting funding for security expenditures is collecting 
accurate quantifiable measurements to base our 
propositions on, fortunately, there is such a mod-
el for accomplishing this and it is to leverage the 
mathematic power of the Annualized Loss Expec-
tancy (ALE) which is the expected monetary loss 
that can be expected for an asset due to a risk over 
a one year period of time. An important feature of 
the ALE is that it can be used directly in a cost-
benefit analysis.

To provide hopefully a brief explanation of how it 
is calculated, there are two factors that comprise 
the ALE which I mentioned briefly above. They are 
the Single Loss Expectancy (SLE), which is the 
percentage of the business asset you are attempt-
ing to protect with an IT security system or process 
that would be lost in a single exposure, and the An-

nualized Rate of Occurrence (ARO), which is the 
frequency the loss event I just defined occurs in 
a year. Those two factors multiplied together give 
you’re the ALE (ALE = SLE * ARO). Because risk 
in general is grounded in uncertainty, taking a sci-
entific approach and attempting to consistently ap-
ply a logical measurement for the likelihood the 
event might occur and a reasonable impact is pru-
dent; you must find balance.

For example, suppose than a business asset is 
valued at $500,000 and the single cost of exposure 
is $150,000. Your SLE is now defined as $150,000 
right? How many times in a year do we expect this 
exposure event to occur in a year? If we expect an 
exposure to occur once every year, then ARO is 
100% whereas if we think there is a 50/50 shot, our 
ARO is now 50% right? For discussion purposes, 
let’s suggest we think there is a 50/50 chance an 
exposure might occur so our ARO is .5. With our 
SLE equaling $150,000, multiplied by our ARO of 
.5, the ALE is $75,000.

In my example, if you were to spend more than 
$75,000 for risk mitigation by purchasing some se-
curity product or insurance, you are spending too 
much. You are most certainly spending too much 
if the product or service you deploy does not elimi-
nate the risk or reduce it to an adequate percent-
age. If spending $75,000 does not set your ARO to 
zero, but say, cuts the risk down by 75% instead, 
you should reduce that $75,000 mitigation ex-
pense by 25% to bring everything back into a cost-
effective risk avoidance measure.

Now, let’s break down the required activities 
that will get us to our strategic roadmap for elim-

Figure 1. Risk Management Impact Analysis Definitions
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inating business risk from technology threats. 
Something to remember is that IT security risk 
management is the close cousin to enterprise 
risk management and the methodology is very 
similar. My focus in this article is entirely on IT 
security risk management although technologists 
who understand that this methodology works for 
business risk evaluation is helpful as you build 
your business acumen; a valuable commodity if 
you aspire to sit at the same table with other cor-
porate executives. You are certainly free to utilize 
any framework or methodology you are comfort-
able with but I would strongly suggest leveraging 
an international standard such as the ISO 27000 
series, but particularly ISO 27005 for IT security 
risk management.

Remember, to determine the likelihood of a fu-
ture negative event, threats to an IT business sys-
tem must be assessed in conjunction with the 
threat exploiting potential vulnerabilities balanced 
against the controls implemented for the particu-
lar IT system. Risk impact refers to the magnitude 
of business damage that might be caused by the 
successful execution of a threat. The level of busi-
ness impact is influenced by the potential business 
impacts we placed a value on when we calculated 
our ALE in the example above. This in turn pro-
duces a relative value for the business assets and 
business resources affected which varies depend-
ing on the mission criticality, the companies risk 
appetite, and sensitivity of the data threatened. 
These nine processes represent the basic activi-
ties you will work through during a risk assessment 
of your organization.

• 	 System Characterization
• 	 Threat Identification

• 	 Vulnerability Identification
• 	 Control Analysis
• 	 Likelihood Determination
• 	 Impact Analysis
• 	 Risk Determination
• 	 Control Recommendations
• 	 Results Documentation

You might be wondering after you read through 
this list if any single task might be conducted in 
parallel? Absolutely! As a matter of fact, there are 
four tasks that you might want to execute in paral-
lel to accelerate your IT security risk analysis. The 
following illustration represents a basic critical 
path diagram you might adopt for your own IT se-
curity risk assessment taken from the nine tasks 
listed above (Figure 2).

Now, let’s dig a little deeper into each of those 
nine IT security risk management tasks.

System Characterization
In assessing risks for an IT system, the first IT se-
curity risk management task is to define the scope 
of the effort. In this step, the boundaries of the IT 
systems and processes are identified, along with 
the resources and the information that constitute 
the system or process. Characterizing an IT sys-
tem establishes the scope of the risk assessment 
effort and provides information essential to defin-
ing the risk prior to defining IT security risk gaps.

I might add a further note concerning the sys-
tem characterization exercise and that is it helps 
you define other essential IT security processes or 
metrics. An example would be the establishing the 
recovery time objective (RTO) used for disaster re-
covery (DR) and business continuity plan (BCP) 
policies (Figure 3). 

Figure 2. Risk Management CPM Model
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Your task is to define the boundaries of the IT 
security risk management exercise for your enter-
prise. You may discover later on in the process that 
something has been inadvertently overlooked and 
those may be rolled in at any time. 

Threat Identification
The goal of this IT security risk management task is 
to identify the potential threat-sources and compile 
a threat statement listing potential threat-sources 
that are applicable to the IT system being evaluat-
ed. Some common threats you should consider are:

• 	 Human threats are by far the most unpredict-
able due to the fact that they may be intention-
al or accidental. For example, a terrorist flies 
a commercial aircraft into your office building. 
While you might not have thought about that, 
the fact that aircraft fly near your facility, or 
train passes by should have been part of your 
risk mitigating decisions. Another very impor-
tant threat comes from your trusted employ-

ees. What if you had a database administrator 
who decided to leak confidential information to 
other employees or competitors?

• 	 Environmental threats such as power outages 
or industrial accidents that cause IT outages. 
Keep in mind there are always external forc-
es out of your control that you need to mitigate 
risk against. For example, what if your busi-
ness was located in a flood zone and the levy 
failed due to an engineering flaw. 

• 	 Natural threats such as earthquakes, flooding, 
tornadoes or some other natural threat that is 
likely in your business region. There is a rea-
sonable amount of data available now that you 
can compile a reasonable ARO metric.

You should leverag as many sources of credible 
information that are available to you in your par-
ticular country or region such as federal agencies, 
state and local government agencies, local news 
broadcast and publishing bureaus and other repu-
table public sector organizations.

Figure 3. Core Business Identification Process
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Vulnerability Identification
The goal of this IT security risk management task 
is to develop a list of system flaws or weakness-
es that could be exploited by the potential threat-
sources you identified in IT security risk manage-
ment tasks two (2) above. 

These may be found in system security proce-
dures, through software development and sys-
tem development life cycles or other internal con-
trol. Some common vectors for vulnerabilities  
are:

• 	 Patch management procedures are not de-
ployed, rigorous enough or tested.

• 	 Employee termination checklists are not imple-
mented properly causing control gaps in sec-
ondary access vectors such as Internet facing 
application administrative access.

• 	 Firewall egress rules permit unrestricted ac-
cess from trusted networks inside going out fa-
cilitating data leakage through alternative pro-
tocols.

• 	 Policies that govern change controls, architec-
tural reviews, project management methodolo-
gies, or software development and system life-
cycles do not exist or are neglected.

Try to think like a criminal; how would you circum-
vent technology controls utilized? Or, what would 
happen if through forces of nature, connectivity to 
your cloud provider were interrupted; how would 
you process transactions or authenticate custom-
ers? You identified the sources of threats already 
in IT security risk management task two, now ap-
ply those findings to the systems you are examin-
ing in order of priority.

There will be significant variance in your testing 
and auditing opportunities due in part to whether 

or not the system is already in production or at the 
planning stage of the software or system develop-
ment life cycle (SDLC) for example. In the initial-
ization phase, policies and project management 
are of paramount importance whereas vulnerabil-
ity and penetration testing are vital to production 
systems. 

Control Analysis
The goal of this IT security risk management task 
is to analyze the controls that have been imple-
mented, or are planned for implementation, by 
the organization to minimize or eliminate the 
probability of a threat exploiting a system’s vul-
nerability.

To get a pretty good idea of the probability an 
exploit event will likely occur, you should consid-
er what the threat-source motivation and capa-
bility may be, the nature of the vulnerability and 
if controls currently exist and their effectiveness. 
For example, perhaps the threat-source moti-
vation and capabilities, otherwise known as the 
means, the motive, and the opportunity in law en-
forcement circles, is an employee or third par-
ty with access to the centralized database sys-
tems. Without proper audit and access controls 
in place, the threat potential increases. Another 
example might be a vulnerability introduced by a 
software bug and the patch is available. The na-
ture of the vulnerability is a software vulnerability 
that when exploited, causes the IT security risk 
event. 

Rank your findings with a simple one, two, three 
numeric value or even better, a value of high, me-
dium, or low to describe in layman’s terms your 
control analysis (Figure 4).

Include the following facets of your operational 
environment in your examination: 

Figure 4. Risk Management Impact Definitions
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• 	 Identify the technology used to support core 
business assets such as:
• 	 Database and data sources: these may re-

side with service providers, within the en-
terprise or even with employees poten- 
tially.

• 	 Applications: both proprietary and commer-
cial applications used for both the enterprise 
owned and employee owned equipment 
must be evaluated.

• 	 Operating systems: commercial and open 
sourced for both the enterprise owned and 
employee owned equipment must be evalu-
ated.

• 	 Infrastructure: service providers play an im-
portant role in increasing or decreasing your 
enterprise risk. 

• 	 Third party infrastructure: again, ser-
vice providers play an important role in in-
creasing or decreasing your enterprise  
risk.

During your identification phase, be on the look-
out for what the assets command and control ca-
pabilities are. Try to determine if any control gaps 
exist and if there are, are any gap mitigating pro-
cesses or technologies being used to remedy the 
risk situation?

Are there any:

• 	 Compliance gaps?
• 	 Technology gaps?
• 	 Process gaps?
• 	 Policy gaps?
• 	 Human resource gaps?

Likelihood Determination
The goal of this IT security risk management task 
is to take the defined core assets and the threats 
you have determined to exist and attempt to evalu-
ate the potential that risk will be exploited. Here, 
in this illustration, are simple questions to ask that 
will help you define what the IT security risk ex-
ploitability likelihood might be (Figure 5).

Impact Analysis
The goal of this IT security risk management is to 
take all of your measurements and calculations 
such as ALE into account. The key to your success 
will begin with solid statistics, factual data and con-
sistent calculations. One challenge with IT security 
risk management is that the threats change rapid-
ly. With the sheer number of high-profile breaches 
reported on recently, our exposure estimates will 
become more accurate. 

Still, it is nearly impossible to forecast with cer-
tainty the probability of threat exposures. When 
you are dealing rare and exotic risk events, it prob-
ably will come down to your best guess. Your opin-
ion may be completely different than the CFO’s 
opinion and we all know who controls the budget 
(Figure 6).

This risk scale presents actions that senior man-
agement must take for each risk level. I would cer-
tainly enlist the help of your security vendors to 
provide these numbers. They have a vested inter-
est in your success and their data may be compel-
ling enough to sway the CFO. 

Keep in mind though that the game is rigged in 
favor of the vendor’s products and getting several 
independent examples might provide a reasonable 

Figure 6. Annualized Loss Expectancy (ALE) Formula

Figure 5. Risk Management Probability Definitions
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snapshot that is useful to your ROI, or more accu-
rately, your ALE case (Figure 7).

Many of your calculations will be easy to quan-
tify due to obvious impacts to revenue losses while 
others as I’ve mention, such as reputational dam-
age, is a bit more esoteric and your best educated 
guess will need to suffice. 

The organizations maturity will play a big role 
in this step because long term business data that 
places tangible values on business assets such 
as customer accounts will produce more accurate 
medians than the same information provided by a 
new company for example.

Risk Determination
The goal of this IT security risk management task 
is to assess the level of risk to the IT system. 

The determination of risk for a particular threat or 
vulnerability pair can be expressed as a function 
of the likelihood of a given threat-source’s attempt-
ing to exercise a given vulnerability, the magnitude 
of the impact should a threat-source successful-
ly exercise the vulnerability and the adequacy of 
planned or existing security controls for reducing 
or eliminating risk.

As we have traversed the previous steps, we 
have collected certain metrics that we can now use 
to develop a holistic IT security risk management 
picture of our organization. 

It is only once we understand what we are pro-
tecting can we then go about the business of pro-
tecting it. 

At this point, we know what business assets sup-
ported by IT are important to the business, their 
values, and what out spending thresholds are go-
ing to be set at when we decide about IT security 
risk mitigating solutions. 

Control Recommendation
The goal of this IT security risk management task 
is simply to provide recommendations to your or-
ganization for the mitigation of risks you have iden-
tified. Your plan should contain quantified values 
for the cost of mitigation as well as risks ranked 
in order of priority based upon the recovery time 
objectives and level of risk criticality to your orga-
nization.

Your recommendations will help to build a stra-
tegic roadmap reflecting at least a three year plan; 
possibly more and an analysis if all inflight projects 
for possible reevaluation if they have not been ap-
propriately evaluated.

It is worth mentioning that not every recommen-
dation will or can be implemented to reduce risks. 
The keystone to making decisions should be your 
ALE calculation. Some risk mitigation strategies 
are not viable and the risk should be either just ac-
cepted formally by management or other compen-
sating controls may be more appropriate.

Results Documentation
The goal of this IT security risk management task 
is to document the findings of your risk assess-
ment that includes threat-sources and vulnerabili-
ties identified, IT security risks assessed, and the 
recommended risk mitigating controls compiled in 
an official report.

Some of these reports will be:

• 	 An executive summary: This is a really high 
level dashboard containing a summary of prior-
itized risks and mitigation potentials.

• 	 Proposals using ALE calculations: Proving 
business value either in profits gained or in 
losses reduced makes the business machine 

Figure 7. Risk Management Mitigation Necessity Definitions
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run and in the security department’s case, 
knowledge is power and it is the only way to 
articulate the return on investment the CFO 
should expect. Don’t get shot down by being ill 
prepared. Your career, credibility and company 
are all on the line.

• 	 Risk acceptance memo: Some risks will be ac-
cepted, even against your better recommen-
dations. In that event, do yourself a favor and 
document the situation.

• 	 Strategic project management plan: This re-
port will be just high level suggestion that sup-
port your strategic roadmap for risk mitigation. 
If will resemble a critical path model due to the 
adherence to risk priorities you established al-
ready.

Conclusion
Your IT security risk management program should 
be recertified annually to maintain its relevancy to 
your enterprise and to maintain a responsible level 
of command and control. The IT security risk miti-
gating controls you put in place should be engaged 
continuously. This applies to the organization as a 
whole that was identified in the current IT security 
risk management exercise.

Successful risk management hinges on senior 
management’s commitment to risk management; 
the full support and participation of the IT team you 
identified; the competence of the risk assessment 
team, which must have the expertise to apply the 

risk assessment methodology to a specific site and 
system, identify IT security risks, and provide cost-
effective safeguards that meet the needs of the 
organization; the awareness and cooperation of 
members of the user community, who must follow 
procedures and comply with the implemented con-
trols to safeguard the mission of their organization; 
and the commitment to the ongoing evaluation and 
assessment of the IT-related business risks.

Closing Comment
I’ve mentioned many policies in this article. You 
may already have these ratified but in the event 
that you do not, a comprehensive suite of gover-
nance documents are available in my book Gover-
nance Documentation and Information Technology 
Security Policies Demystified which will put your 
organization on the fast track (Figure 8). 

Figure 8. Governance Documentation and Information 
Technology Security Policies Demystified
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