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Introduction 

his section discusses the purpose and audience for this research report, and provides a definition of
commonly used terms.

Purpose 

This research report provides guidelines on creating a secure systems architecture -- the road map or set of
principles that guides the engineering process and product selection for building a system. Architecture
includes detailed design, product selection, implementation, and management of the information systems
and technology infrastructure.

This report describes the Internet’s security environment, lays out the key attributes of good architecture,
sketches a process for the proper formulation of architecture, and provides best practices for developing a
secure architecture. It also spells out a “fast track” approach to security architecture.

The appendix contains a sample system-level, e-business, security architecture/design. By incorporating
many of the principles in the body of this report, it provides a solid example of a well-crafted security
architecture. As such, it affords organizations a useful template for overall security design.

Note that this report is intended to outline the security components of an architecture/design in the context
of a typical architecture/design document. Some of the non-security aspects were given less emphasis, in
order to focus on the purely security-related aspects.

Audience 

The primary audience for this report is Information Technology personnel, including IT project managers,
as well as application, infrastructure development, and security team members.

This report assumes a certain level of understanding of architecture and design processes, but not
necessarily a comprehensive understanding of security issues.

T 
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Definition of Terms 

This section contains definitions of important terms in the report.

Architecture -- A road map or set of principles that guides the engineering process as well as
product selection. Architecture encompasses detailed design, selection, construction,
implementation, support, and management of an organization’s information systems and
technology infrastructure.

Assets -- The nature and value of data or information to be protected by the security sub-
architecture and other technical and non-technical controls.

Business Goals – The objectives the business system and information owners want to achieve
with the current and future system.

Consequences -- The impact on business and operations of a security breach.

Controls – Measures, both technical and non-technical, put in place to eliminate or mitigate risk.

Corporate Information Security Policy – The set of rules that make up the security policy of
an organization.

Design -- The logical and physical configurations for the technical components required to
achieve the system’s goals. Can also refer to the high-level process flow for applications.

Enterprise-Wide Architecture -- Architecture that guides all development activities, as well as
information systems and infrastructure development activities such as networks, servers, and
middleware.

External Regulatory Requirements – The external and internal requirements, for example
HIPAA (Health Insurance Portability and Accountability
Act of 1996) or SEC (Securities and Exchange Commission) guidelines, that must be addressed.

Risk – The chance of financial loss or damage to corporate products, data, or reputations.

System Architecture – An architecture that refers specifically to a subnetwork or a particular
business system. A system-level architecture typically includes a specific set of goals and
requirements that drives the design for a particular system.

System Use Considerations – The addressing of such questions as who and what will use the
system, and when, where, and why will the system be used.

Technical Environment/Architecture – Characterization of the current IT infrastructure that will
either help or impede security.

Threat -- Characterization of would-be attackers or misusers, and the abuse or misuse that they
are likely to purposely or accidentally perpetrate.
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The Security Environment 

efore the Internet’s emergence, the Information Security of most organizations resembled castles with
drawbridges and moats. Except for occasional forays outside the company, the employee “foot

soldiers” hunkered down inside the corporate walls. The only way a hostile force could enter the premises
was by storming the walls, that is, by physically breaking in.

Today, in contrast, organizations are akin to armies in the field, ever on the march through the outside
world. Employees are in constant electronic interaction with customers and fellow workers off-site in
distant locales, and exposed to ambush from shadowy intruders slipping past electronic sentries and
barriers.

At the same time, some organizations are building their Web-based systems from scratch, while others are
adapting legacy systems to the Internet. Because a connection to the Internet exposes their resources to
internal thefts and misuse and to external hacker assaults, the security of data and operations is an
increasingly vital concern.

Still, even in this much-altered landscape of greater risk, the security-related aspects of computer and
network architecture and design are frequently ignored, mishandled, or misunderstood. Too often,
organizations treat security as an afterthought or give it short shrift. And many application development,
IT, business, and security teams do not understand or know how to handle the new kinds of risks. Quite a
few groups – human resources, manufacturing, finance, et al. -- are not trained in security. Some are aware
in a general way or from a high-level perspective of increased hazards, but lack detailed knowledge of
security procedures and techniques, or don’t know how to incorporate security into basic system
architecture.

Yet because of the Internet’s potential dangers, organizations need to do a better job of thinking through
security as it relates to their enterprise architectures. A comprehensive, systematic approach to
implementing security from the very start of a project is essential to attaining optimal results. A firewall by
itself, for example, will fail to sufficiently protect an organization that was not designed with appropriate
overall security. Organizations need a schema or blueprint for building security into architecture and
design, in other words, a template they can employ to incorporate security into every relevant architectural
component. In short, organizations need to build security in rather than bolting it on afterwards, at far
greater trouble and expense.

B 
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Key Elements of a Secure 

Enterprise Architecture 

n organization’s architecture may be defined as the sum of all the hardware and software in its
component applications. The key question before many organizations is how to develop all these

components securely in the new e-business environment. The answer lies in three parts.
 
To have a secure enterprise, you must have:

Secure infrastructure, such as routers, firewalls, and operating systems.

1. Secure applications, using properly programmed applications that perform appropriate user and
data validation.

2. Secure processes and procedures, of two types:

a. IT processes and procedures, such as system life cycle development that builds in
security and sound configuration management

b. Business processes and procedures, such as safer methods for online customer support or
handling electronic payments.

To date, most security activities have stressed securing infrastructure through such means as putting in
firewalls or installing network access controls. Virtual private networks (VPNs), virus scanners, intrusion
detection systems (IDS), and encryption mechanisms are other common infrastructure products and
services.

It is also critical, however, to reduce or eliminate the many application-level security vulnerabilities in new
business systems. These can be tackled, for instance, by building security awareness into the design, and by
conducting code reviews. Some common application areas to address include logon and authentication,
session tracking, user input and output, server-side coding, and database security and recovery. An in-depth
look at application security may be found in the noteworthy research report, Building Secure e-Commerce
Applications.

Although the base infrastructure and the applications are very important, other security areas should be of
equal concern to system architects and designers, for example, non-technical issues like security processes
and procedures.

The latter are extremely important. It is vital to put such “non-technical” security controls on an equal
footing with technical controls. (Both technical and non-technical “controls” refer to measures put in place
to eliminate or mitigate risk.) Non-technical controls, such as training and education and other “soft”

A 
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processes and procedures, are just as important as technical controls such as password protection. Yet all
too often, the attitude in an IT shop is, “All we have to do is put in a technology, like a firewall, and we’ll
be secure.” Not true!

In sum, organizations need to strive to secure the whole enterprise, that is, the base infrastructure
components such as servers and routers; the elements of applications, such as programs, databases, and
other middleware components; and the processes and procedures, technical or non-technical.

While this report focuses on the infrastructural and application aspects of systems architecture, an in-depth
treatment of processes and procedures may be found in the  noted MSG research report, Secure Systems
Development Life Cycle (SDLC). Further, many examples of processes and procedures may be found in
Appendix D of the new MSG book, Secure Internet Practices (Auerbach Publications, ISBN 0849312396,
Fall 2001).
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Attaining a 

Secure Architecture  

o achieve a more secure enterprise, you must design security in from the start, embedding it into the
architecture and the design. It can’t be emphasized enough that security requirements must be

incorporated into the architecture and design, instead of bolting them on after the fact. In fact, security
should be built into each component of architecture and design, from the type of business system to the
architectural design template to the fashioning of the detailed design itself.

To bring this about, the security teams need to work closely with the architecture and design, application,
infrastructure, IT, and business teams. An initial step is to make the architecture and design teams aware
that security is in fact an issue. They must learn to make this an overt requirement and design point in new
systems. A follow-on step is to provide security assistance, in such form as training, architecture assistance,
and security review teams, to the groups implementing security. Security teams should provide instruction
on how to defend against threats that exploit both known and unknown “vulnerabilities.” Vulnerabilities are
the potential weaknesses or “holes” in an organization’s information systems and procedures that intruders
are most likely to probe.

At the same time, it is important for architects and designers to realize that not every risk should be handled
the same way, nor allotted the same amount of organizational resources. Not everything in your enterprise
can be or should be completely protected against attack. No organization has the funds or the technology to
achieve this. In fact, risk only exists if a threat has the actual potential to do real damage. The goal is to
fashion an “appropriate” level of security controls based on the value of assets and the bona fide risks
posed to them.

By prioritizing its business operations and weighing the benefits and costs of protection, an enterprise can
make informed decisions on what assets deserve protection, and to what extent. (See the discussion,
Feature Risk-Based (Appropriate) Security, below in the section, Key Attributes of Good Architecture.)

T 
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Addressing All the Layers 

of a Computer System 

s previously noted, today’s Internet environment makes computer systems much more vulnerable to
security risks. There is an ongoing explosion of new Web-related tools, applications, and technologies.

Computer systems interact wih an array of interconnected, interdependent networks, including a very
public Internet. At the same time, vendors are not adequately testing new components for security defects.
In short, security has in many respects gotten harder.

Present-day computer systems, it might be argued, have more “moving parts”, such as Graphical User
Interfaces (GUIs), middleware, network connections, and the like, and operate across various networks.
These factors increase their security vulnerabilities, and render them more susceptible to attack intrusion by
malicious users (refer to Figure 1). An analogy can be made to the electric motor and the internal
combustion engine. An electric motor has few moving parts, can run for long periods without mechanical
problems, and needs little maintenance. The internal combustion engine, on the other hand, has many
moving parts, breaks down frequently, and requires a lot of repair-shop maintenance.

Ensuring security nowadays is a complicated process. Above, we discussed a secure enterprise in terms of
its three key elements: infrastructure, applications, and processes and procedures. Now, let’s look at an
enterprise-wide computer system in a slightly different way, from the viewpoint of the “layers” that make it
up. Figure 1 illustrates this.

A 



9

METASeS™ Addressing All the Layers of a Computer System

Figure 1 - A Multi-Layered Computer System 

The figure depicts the layers of a typical computer system: the applications layer, middleware layer, and
infrastructure layer. The challenge from a security perspective is that, for any layer, multiple components
from multiple internal and external sources need to work together securely. Each section of the figure is
explained below:

Infrastructure –- Includes hardware (routers, servers, etc.) and operating systems (NT, UNIX, MVS, for
example). Infrastructure can be divided into general infrastructure and security-related infrastructure. Some
infrastructural components, such as firewalls, relate specifically to security.

Middleware – Can be divided into traditional and security-related services. Traditional services include
communications services and messaging services, for example, queuing, and store and forward. Certain
middleware items are security-related, for example, encryption and authorization.
 
Applications – Include languages such as Java, C++, Perl, and COBOL. Also includes commercial-off-the-
shelf (COTS) applications such as PeopleSoft and SAP.

Processes and Procedures – Include IT and business processes and procedures.
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IT processes and procedures include:

• Secure systems life cycle development

• Configuration management

• Vulnerability management

• Intrusion monitoring and response

Business processes and procedures include:

• Customer setup

• Help desk resetting of customer passwords.

Above we discussed how the growing number of “moving parts” and interconnected networks was
complicating the job of security. The same trends apply to the layers of a computer system. In the past,
most security attention focused on network infrastructure layers as opposed to application layers.
Application layers were much less of a concern because typically they were not exposed to external attack.
But today, due to the dominance of networks and the Internet, intruders can penetrate an organization’s
infrastructure through the application layer as well as the infrastructure layer itself. Moreover, after a
successful attack, they can misuse or destroy data and make applications perform unintended functions.
Security, therefore, needs to comprehensively address all the layers of the computer system.
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Formulating a Sound Web 

and e-Commerce 

Security Architecture  

he following discussion provides definitions of architecture, distinguishes between architecture and
design, outlines the attributes of good architecture, discusses a risk-based approach, describes the

process for formulating architecture, outlines iterative processes and walkthroughs, and offers a best-
practice template for Internet applications.

Defining Architecture 

Architecture means many things to many people. We define architecture as a set of principles, or a road
map, that guides the engineering process and product selection. It includes detailed design, selection,
construction, implementation, support, and management of an organization’s information systems and
technology infrastructure. Architecture is not simply a network diagram or an approved product list.

An architecture can be formulated at multiple levels. For example, a company can define an enterprise-
wide architecture that guides all the development activities of the organization, as well as specific
information systems and infrastructure development activities such as networks, applications, servers, and
middleware (Figure 2).

T 
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Figure 2 - Enterprise-Wide Technical Architecture 

An enterprise-wide architecture helps steer a series of projects toward a desired future state. In this context,
architecture enables organizations to develop systems that meet business goals and objectives over a period
of time.

Specifically, we will discuss a system-level architecture that conforms with and is part of a higher,
enterprise-level architecture. This is analogous to an urban planning scenario in which the architectures for
individual buildings conform to the general design and architecture formulated for an entire city.

Architecture also can refer to a subnetwork or a particular business system. Such a system-level
architecture will typically include a more narrow set of goals and requirements. Indeed, we focus on the
Information Security aspects of system-level security architecture as it applies to a specific business system
project. These are the technical and non-technical controls for achieving the business security goals (see
Figure 3). Moreover, we emphasize the technical control mechanisms.
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Figure 3 - System-Level Security Architecture and Design

The organization’s fundamental security goals, and its various e-business applications, will form the
backdrop for formulating the security architecture. Architecture accomplishes the business goals through a
set of supporting systems. These systems include technical elements as well as various non-technical
processes and procedures:

1. Technical Controls -- System controls defined in the architecture and enumerated in a system
design. For example:

• Redundant Array of Independent Disks (RAID) to achieve the security goal of data
availability.

• Strong authentication methods, such as tokens, to reduce the risk of unauthorized access.

2. Non-Technical Controls -- Controls embodied in processes and procedures. For example:

• Dual Entry – The requirement for multiple signatures or approvals for authorizing sensitive
transactions.

• Separation of Duties – The separation out of business functions so that no one individual has
sole responsibility for a type of transaction.

• Audit Reviews – The review of processes to identify malfunctions or inconsistencies.
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• Awareness Programs – Training courses or internal advertising to correct potentially harmful
end-user behavior.

Before moving on to discuss the characteristics of a secure architecture, it makes sense to clarify the
difference between architecture and design.

Architecture vs. Design

The line between architecture and system design is often blurry. In its pure form, which is rarely
encountered "in the wild," architecture is expressed as a set of goals or requirements.

Design, on the other hand, is the expression of logical and physical configurations for the technical
components required to achieve the goals. Further, on the non-technical side, design defines the specific
tasks or steps for the processes and procedures. The security architecture may express, for example, the
goal of restricting perimeter network access, but would not necessarily mandate nor outline the steps for
implementing a specific kind of firewall. Such chores would fall under design.

Note that it is critical to express the architecture at some level in terms of specific goals or requirements.
This provides the key linkage to business objectives. (Refer below to the section, The Process of
Developing Architecture.)

Key Attributes of Good Architecture

It is useful to outline the most critical characteristics of a security system architecture. These involve
architectures that are:

• Tied to Business Requirements

• Adaptable to Changing Business Conditions

• Focused on Architecture, Not Design

• Require Integration With Other Technical Architecture Considerations, Including:

- Enterprise Architecture
- Current Architecture

• Feature Risk-Based (Appropriate) Security

Each attribute is discussed below.

Tied to Business Requirements – Not every system is created equal; some systems require more or less
security than others. So, in architecting a system, organizations must consider the level of protection
required to achieve their business goals. In a best-case scenario, the organization’s security policy will
tackle this consideration at a high level.

The company can hold business-team discussions to decide on the desired level of security. In these
meetings, executives can raise questions about the information to be protected and the relative importance
of each security goal, without delving into the technical details. Then they can articulate the specific
business requirements for the system.
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Good kicking-off points for business-team discussions are the “CIA” requirements – confidentiality,
integrity, and availability. If the fundamental goals are never clearly understood, the attempted solution will
likely waste resources and fall short of the goals. Once some of these fundamental security requirements
are understood, others, such as non-repudiation1 relating to financial or contractual transactions, can be
explored. Figure 4 shows how these business requirements can be broken down into specific security
controls, or methods of achievement, and even taken to the level of tools and technologies, which would be
enumerated in the design.

Figure 4 - e-Commerce Security Goals, Methods, and Tools 

Adaptable to Changing Business Conditions – In constructing its architecture, an enterprise must take a
long-term perspective, and try to envision the architecture’s requirements two or three versions down the
road. Architects and designers should ponder, for example, whether there are points of integration to which
a system will have to later attach itself, or whether future applications will have to meet the needs of a
different clientele. Consider, for example, an access control mechanism built into the core features of an
online consumer banking application. The use of such an access control tool might complicate future
integration with software packages such as Quicken.

If there is some level of certainty for future business requirements, the team may be better off making
architecture/design decisions that will accommodate both near-term requirements as well as future ones.

1 Non-repudiation means the ability to ensure that parties in a transaction cannot deny (repudiate) that the
transaction took place.
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Either way, these future business requirements and their implications on current architecture and design
decisions should at least be considered. In some cases, the system may be initially architected to address
future requirements, and in other cases the future may be too murky to immediately address, or the cost for
incorporating potential future requirements into the current architecture may be prohibitive.

Focused on Architecture, Not Design – People all too frequently take a “design” approach to architecture,
and try to define it in terms of products and tools instead of goals. This error is particularly true of many
technologists. The failure to properly define goals can expose a system to greater risk. For instance, not
spelling out the key goal of availability of the system at all times could make it much more susceptible to
Denial of Service (DoS) attacks. A poor articulation of goals can also undermine IT arguments to business
managers for investments in new technology.

Require Integration With Other Enterprise-Wide Architecture – Enterprise-wide architecture refers to
that which guides all development activities for the organization, including information systems and
infrastructure development activities such as networks, servers, and middleware. It is critical that the
system architecture conforms to the goals of the enterprise-wide architecture, including the current
architecture and any optional considerations. System architecture should not take place in a vacuum, but in
the context of the whole organization.
 
Feature Risk-Based (Appropriate) Security – It is important to keep in mind that the ultimate goal is not
perfect security, but “appropriate” security. And appropriate security is geared to a system’s level of risk.

Risk is the chance of financial loss or damage to corporate products, data, or reputation. Some systems are
much more valuable, and thus require more resources devoted to their protection. For instance, a high
school might be little concerned about protecting a computer records on its lunchroom menus from two
years prior. But a blood bank would be very concerned about protecting a database containing the recent
medical history of its donors. Thus, the amount of security built into a system, and reflected in its
architecture and design, is directly related to the importance of the data to the organization. In other words,
the criticality of the information determines the company’s risk tolerance toward it. Further, note that risk
only exists if a threat has the potential to do real damage.

Consideration must also be given to how much risk a so-called “low risk” system presents to the rest of the
organization in the event of a security compromise. For example, that “low risk” system may on a platform
that is well positioned for attacking the payroll application or other critical systems. The adage that “a chain
is only as strong as its weakest link” always has bearing when evaluating overall risk.

Many organizations pursue appropriate security through information risk management. This refers to the
identification, assessment, and appropriate mitigation of vulnerabilities and threats that can adversely
impact the organization’s data assets. The sound application of risk management principles will identify
and reduce risks in a cost-effective manner. Operational considerations such as system performance, and
business concerns such as the scheduling of new product rollouts, will be addressed together with security
concerns. Such an approach generally yields an overall architecture that enhances both operational
performance and system protection.

Another key concept about risk is that it is generally impossible, from a cost or systems view, to totally
eliminate information systems risk. An organization should therefore prioritize the business operations and
functions that require protection, and perform a cost/benefit analysis to make an informed risk management
decision on what to protect, and to what degree. After eliminating all the risk you can or want to, the
remainder is called “residual risk.”

The Process of Developing Architecture

We next illustrate both the traditional architecture development process, and a "fast path" method for
meeting the stringent time requirements often found in the Web business world. Figure 5 depicts the
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traditional process flow for developing system-level security architecture. You can see that formulating
system-level security architecture is a process with many inputs and outputs.

 

Figure 5 - System-Level Security Architecture Development Process

The main inputs to the system-level security architecture of a Web or e-Commerce business
system include:

• Fundamental Security Goals – Objectives of the architecture. The fundamental security goals
or requirements will be one of the main inputs to the system-level security architecture.
Different types of business uses of the Web have different security goals, and varying
organizations will necessarily prioritize these differently, based on their individual
requirements and risk tolerances.

• Threats – Characterization of would-be attacks or attackers, and the misuse or abuse that they
are likely to purposely or accidentally perpetrate.
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• Activities – Intentional or inadvertent activities that would negatively impact the business.

• Consequences -- The impact on business if activities result in a security breach.

• Assets -- The nature and value of data or information to be protected by the security sub-
architecture and other non-technical controls.

• External Regulatory Requirements and Corporate Information Security Policy – The external
and internal requirements that must be addressed, and the enterprise security policy that
results from them. Examples of requirements are:

- Health Care – Pertinent laws like HIPAA (Health Insurance Portability and
Accountability Act)

- Banking/ Finance – Including relevant agencies like OCC (Office of the Comptroller of
the Currency) of the US Treasury, and laws like the GLBA (Gramm-Leach-Bliley Act)

- Government – For instance, Department of Defense (DoD) requirements such as security
product evaluation against the Common Criteria set of standards to develop a framework
to evaluation IT security

• Current and Future Business Goals – The current and future system objectives of business
system and information owners. By considering future business requirements during the
architecture and design process, the security team will not lock itself into a design that meets
only current considerations.

Before attempting to define technical and non-technical control requirements, it is critically important to
know what needs to be protected (assets), what they need to be protected from (threats, activities), and what
the resulting business consequences would be if the protective measures are not taken or prove inadequate.
For commercial businesses, there are many consequences, all funneling down to either revenue or profit
impact. In the non-commercial world, a major consequence is the loss of reputation or trust from
employees or constituents.

Threat is a key input that is often overlooked or given too little attention. It is important to understand the
value of the assets being protected so that the budget for the security solution is in line with the potential
threat. Based on the inputs, the output is a set of goals or principles that meets the information protection
requirements. Note that the “chain is only as strong as its weakest link” adage once again applies here.

Armed with such first-order considerations, the architecture team can lead the business team through an
initial series of facilitated discussions (refer to Figure 5 above). Typically, much of the "input" information
will be sketchy or unknown prior to these security sessions. Thus, these facilitated sessions should fill in
the details or correct the assumptions of the architecture team. It is important that the sessions examine,
question, and clarify the input assumptions.

Given the very diverse information sources needed to establish the architecture -- from threat data to
business operations to technical considerations -- multiple discussion sessions will likely be necessary. At a
minimum, a session is required to consider assets, threats, business consequences, and goals. For such as
session, there should be representation from various relevant groups, for example, the business owner,
business middle management, applications development, and IT architecture and operations.

The output of the first set of discussions provides the gist for a second series of more technical discussions
that cover the second-order architectural/design considerations. These second-order discussions need to
include mid-level business management as well as the applications development, IT infrastructure, and
security teams. We recommend splitting the first-order, business-oriented session with senior business
executives from the second-order, more technical sessions.
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The second-order considerations include the following:

• Business and IT Operational Considerations -- Characterization of business operational and IT
operational items that may impact the security sub-architecture. Middle-level managers would
examine such concerns. For example:

- How will new employees or customers be set up and by whom?

- How will users of a computer system be updated (password resets), or removed from the
system (password discontinuations)?

- Will separate computer systems be maintained, or are plans in place to consolidate the
computer systems that are operational within the IT environment?

- Does the organization’s security philosophy support central security administration and
management, or a decentralized approach?

• System Use and Business-Related Considerations – Who and what will use the system, and when,
where, and why will the system be used? For example:

- Who are the end users of the system (novice or expert user, employee
or non-employee, etc.)?

- From where are users accessing the system (from home, the office, a company network,
within the country or across country borders, etc.)?

- When will users be accessing the system?

• Current Technical Environment/Architecture – Characterization and analysis of what may impact
the IT infrastructure and either help or impede security.

• Current Enterprise Security Architecture – The current and future direction of the organization
relative to security. For example, a common goal of enterprise security architecture is to separate
the user authentication processing from the applications, thus enabling easier administration of
user rights and privileges. The system architecture team needs to consider if and how this should
be accomplished for the system architecture. In another vein, many organizations are establishing
a set of infrastructure security services -- such as directories, PKI, or proxies -- that the system
architecture team may want or need to consider.

The system-level security architecture flows out of these second-order discussions, and should include the
architecture’s specific prioritized goals and requirements. At this level, the output likely includes an initial
top-level design, and also non-technical process and procedural controls (often identified in a Concept of
Operation (CONOP)).

The final security architecture should attempt to eliminate as many of the security vulnerabilities as
possible, and reduce the others as appropriate, given budget considerations relating to the threat and asset
value. This is a subtle but very important point.

Some would-be system vulnerabilities can be eliminated altogether by modifying the business or IT
processes. If the value of the asset and the extent of the threat warrant, eliminating a vulnerability is often
more effective than developing a set of technical or non-technical controls to mitigate it. Other goals that
the architecture team should explore include technical or non-technical controls aimed at deterring a would-
be attacker. For example, non-technical controls include the use of admonitory legal language, or
advertising the fact that the organization is actively monitoring for malicious activity and prosecutes
intruders. Technical controls include blocking outbound traffic from servers that should never originate
such traffic, and limiting the number of failed login attempts prior to automatically locking an account.
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Two final considerations are how to recover from or mitigate the impact of an inadvertent or malicious
activity. Examples are developing a recovery or failover capability for Denial of Service (DoS) incidents,
incorporating the public relations team in the security incident response process to help “spin" an
embarrassing hack in the media, or creating backup data storage applications to assuage the loss or
destruction of an asset.

Iterative Steps:  Practice Makes Perfect

Finalizing the architecture and designing a security solution is often in practice an iterative process. Several
passes may be required to get it right. The idea behind these repetitive procedures is to catch design-level
vulnerabilities that can be mitigated or effectively removed through a change in design.

In the initial iteration, you will review the requirements set forth in the previous requirements analysis
phase, along with the current enterprise-wide security architecture and processes. With those items as input,
you will begin to formulate the system-level Information Security architecture. In the second and following
iterations, you fine-tune the architecture.

Walkthrough

A best-practice recommendation at this point in the architecture/design process is to engage the architecture
and mid-level business management teams in a bench test – sometimes called a walkthrough. The teams
review the theory behind the system-level security architecture and top-level design. They consider the
architecture and the non-technical controls under a series of scenarios, and see if the desired goals have
been achieved prior to moving on to the detailed design.

Of course, effective security will also require sound design, construction, testing, implementation,
maintenance and, especially, training. In addition, since the new system will likely run across the existing
infrastructure, the architecture team must consider whether the current infrastructure provides adequate
baseline controls for the new system.

In our experience, a significant number of organizations lack appropriate technical security standards and
configuration procedures to serve as the basis for a secure infrastructure. Like the proverbial house built on
sand, an application hosted on a vulnerable infrastructure is at risk. Thus, you must also include
architectural requirements for the associated infrastructure.

Baseline Best Practice Template for Internet Applications

Often, one of the most precious business commodities in the Internet world, and the computer world
generally, is speed. The ability to get to market more quickly with a business system than a competitor --
"time to market" -- can provide a decided competitive advantage. Thus, the notion that "speed matters" is
very appropriate to Web-related business models. However, the traditional architecture and design process
can be a lengthy one, with cycle times that are longer than many Internet business endeavors can endure.
Therefore, many best-practice organizations adopt architecture development process models that improve
their ability to quickly deploy new architectures in general and security architecture specifically. We
recommend the use of best-practice baseline templates. Figure 6 shows how an organization can develop
and use baseline best-practice architectures to speed up the development process.
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Figure 6 - Fast-Track System Level Security Architecture Development Process 

The premise of this approach is that there are a relatively small number of different types of Web-based
systems. Further, similar business systems share a set of similar information protection requirements. These
requirements can be enumerated and captured as a predefined set of system-level, "best practice," security
architecture/design templates.

Thus, when business units decide to develop a new business system, the first hurdle for the security team is
to decide what type of business system it will be, and to choose the template that it most closely matches.
Then the first-order and even the second-order discussions can be focused on where the new business
application diverges from the baseline template – security experts often refer to this delta as the “gap”. The
first facilitated discussions focus on the gap between the typical security goals, threats, assets,
vulnerabilities, etc., captured in the template, and the unique requirements of the new application. The
secondary set of discussions would use this gap information as the basis for a rapid development of a new
system-level security architecture/design.

To employ a homebuilding analogy , this process is similar to the construction of model homes.
Homebuyers can pick a style, customize just a few components, and move into their development tract in
short order.
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Using baseline best practices will also help you achieve the legal or regulatory standard of due care in
protecting company-owned assets, and assets in which the company plays a custodial role. By
benchmarking the baseline templates against the industry and continuing to evolve them to meet best
practices, the organization takes prudent and responsible protective steps, which are typically part of the
due care considerations that regulators and courts review.

Finally, the organization must appropriately size the infrastructure to meet the overall performance goals of
its applications. Performance in an Internet setting has special considerations. Turning on security features,
such as extensive use of auditing, can often negatively affect system performance. Encryption services for
securing data transmitted over the Web are notorious for being resource hogs. The underlying hardware
infrastructure may not have been adequately sized to take such security programs into account.

More information on the security life cycle process can be found in the METASeS research report, Secure
Systems Development Life Cycle.
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Overview of the Appendix 

and Its Sample 

Architecture/Design Template

he appendix attached to this research report contains a sample system-level, e-business, security
architecture/design. It offers an example of a sound, well-rounded security architecture.

The sample system will incorporate many of the precepts laid out in this research report.

For example, the security requirements were carefully worked out and linked to business needs. The key
assets to be protected include confidential customer information such as intellectual property and a best-
practices portfolio of security publications. Fundamental security goals are ranked in prioritized fashion, for
example, confidentiality as high in importance and availability as relatively medium in importance.

Key threats to protect against are identified as: purveyors of corporate espionage, crackers and script
kiddies, company personnel who might inadvertently delete data, and disgruntled employees. Vital
activities to protect against are defined as: unauthorized access to confidential corporate or customer data,
intentional or accidental deletion of critical customer or corporate data, and Denial of Service (DoS)
attacks.

Both technical and non-technical security controls are defined. Technical controls are many and rigorous.
To harden the infrastructure, the system developers will follow industry best practices, such as the
compartmentalization of functions for servers. All applications will run in restricted, “chroot” environments
to prevent an attacker from leveraging software flaws into privileged access to the operating system or
critical services.

Non-technical controls are also comprehensive. For example, security is consciously designed into all
phases of the development cycle, from requirements through implementation and testing, with ongoing
operations to include regular risk assessment, vulnerabilities review, and continuous user training. In fact,
the development is geared to deliberately follow a multi-staged rollout, in order to let developers fix bugs,
gather feedback, and make enhancements early in the process.

Again, the intent of the appendix is to present a template that follows the key security architecture/design
precepts outlined above. Any given system will have different protection requirements, and will thus
require different technical and non-technical controls.

T 
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Introduction

ompanies increasingly are employing Web-based techniques to manage and deliver documents for
various audiences, either within the corporation itself or for clients or outside consultants. This

appendix presents the top-level design for such a tool, an application service provider (ASP)-based system.

NOTE: The appendix may be used as a sample system-level, e-business security architecture and top-level
design. An example of an architecture crafted according to sound security precepts, it affords organizations
a useful template for overall security design.

NOTE: As a template, there are a number of subject areas in the document that would be specific to the
organization in question. Throughout the text, these places are identified by a tag like the following:

<company-specific material>

As such, the reader/user should feel free to make any changes to this document as he or she sees fit

C 
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Organization

Background and Context provides an overview of the system, and its goals and functions.

Systems Development Approach outlines the high-level approach the architecture team will take in
architecting, designing, and developing the system.

Final Requirements sketches the final requirements for the system.

High-Level System Architecture provides the high-level architecture for the system.

Security Architecture and Design presents the security architecture and design, including the technical and
non-technical security controls.

Development Targets and Environment describes the delivery platforms, development targets, and
environment for the system.

Concept of Operation (CONOP) provides the concept of operations (CONOP), from initial deployment
through ongoing operation of the system.

Miscellany contains the following two sections:

System Site Map provides a graphical site map for the system.

System Style Guide previews the style guide, which will help ensure that a consistent look and feel
is preserved within the final system.

NOTE: This document is intended to illustrate, in the context of a typical architecture/design document,
the security components of an architecture/design. Therefore the focus is on security, and some of the non-
security elements have been eliminated.
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Background and Context

Company XYZ is developing this system to accomplish a number of goals.

<company-specific material>.

The system will provide Company XYZ customers with real-time access to various functions.

<company-specific material>.

The system will be implemented as a hosted application, enabling multiple companies to access the service.

<company-specific material>.

Additional background and contextual information follows.

<company-specific material>.
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Systems Development 

Approach 

his section provides an overview of the approach the team will follow in developing
the system.

Overview

The system development approach is outlined below.

<company-specific material>.

T 
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Final Requirements 

he system requirements document explains the detailed business, operational, and technical
requirements that drive this design.

Requirements include the following kinds:

• Business – <Key business requirements and functionality the system will need to
support>.

• Operational – The key requirements of the system, from an operational perspective. Examples
are logging, and the ability for customers to be able to configure things on their own versus
relying on the help desk, ease of management/maintenance, etc.

• Technical security requirements – Examples are recovery, change control, performance, etc.

T 
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High-Level System 

Architecture 

his section details the high-level system architecture according to the site map as well as the
functional, business flow, data flow, and technical architecture.

Site Map

The site map for the system provides a graphical depiction of the envisioned system screen flows and
functions. (See the section System Site Map, and Figure 3, at the end of the report.) The site map depicts a
more comprehensive future system that will provide more robust content aggregation and personalization,
as well as automation of other aspects of the company’s overall operations.

Note that the site map presents a complete set of HTML pages across which navigation will be possible.
Although the site map is presented in hierarchical structure for the sake of readability, hyperlinking
between pages under specific sections in the map will make it possible to traverse those sections as well.

Part of the planned functional architecture of the system is a facility for creating and maintaining data-
driven, dynamically generated menus. Some of the following sections detail expected menu structures for
the initial release of the system. These structures are by no means final; in fact, it is expected that
customers will customize them.

Masthead Elements

The following elements are among those that will appear within the masthead region of each Web page:

• Company Logo – This designates ownership of the site, and reflects the subscribing company’s
branding.

• Minimal Branding – A logo links to the providing company’s marketing Web site. It does not
conflict with or draw focus away from the subscribing company’s branding.

• <company-specific material describing other elements>.

T 



A-8

METASeS™ High-Level System Architecture

This region is intended to hold “constant” content, which users expect to find and use wherever they may
be in the system navigation structure.

Home Page Elements

Elements or blocks of information, for example a rotating banner, will be found only on the company’s
system home page, which is displayed when a user logs in. The information blocks will take the following
format:

• Element A

• Element B

• Element C

• <company-specific material on other elements>.

Submenus

Submenus are information blocks, for example a search function, which will hold content items one level
below the current menu, as follows:

• Submenu 1

• Submenu 2

• Submenu 3

Functional Architecture

Figure A-1 provides a high-level architecture of the system. It is broken down by secure data store,
application server, and Web browser.
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Figure  A-1 - High-Level System Architecture

A data store will be the secure repository of individual sections of content. The Security Manager will
selectively grant the user access to these components based on the user’s organizational role. Further, the
Security Manager will <company-specific material>.

<Further description, as needed, of the high-level and functional architecture>.

 

Business Flow Architecture

<Explanation of how the system fits into the business (users, processes, other
systems, etc.)>

Data Flow Architecture

<Description of the flow of the data between systems, users (via user interfaces),
etc.)>
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Technical Architecture

The ASP-based system is an intranet solution that will <company-specific material>.

Figure A-2 depicts an architecture for a typical system. The security aspects of the system are emphasized.

Figure A-2 - Conceptual Technical Architecture Diagram (Focused on the System’s Security Aspects)

Key components of this solution will include:

• Web Browser: Either Microsoft Internet Explorer or Netscape Navigator will provide a familiar,
easy-to-use, point-and-click interface through which users access the system. A Web browser is a
“thin” client, which dispenses with the need for maintenance and deployment strategies that non-
browser-based applications require. To increase the security and portability of the application
across Web browsers and platforms, the system will not use client-side JavaScript or multimedia
plug-ins.

• Web Server: The Web server will provide the front gate for servicing HTTP requests from the
Web browser. In this architecture, the Web server will hand off all requests for dynamically
generated content to the application servers.
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• Load Balancer: A load balancer appliance will intelligently distribute load across a farm of Web
and application servers.

• <Descriptions of other architectural components>
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Security Architecture 

and Design

his section discusses security architecture and design on the basis of technical and non-technical
security controls.

Technical and Non-Technical Security Control Areas

The security architecture and design for the system will be composed of two separate but equally important
areas, both of which are required to secure the overall system. The first area pertains to the technical
controls, consisting of the various hardware and software. The second is the non-technical controls,
processes, and procedures. These two areas of the security architecture and design will be implemented, in
combination, to protect the confidentiality, integrity, and availability of the system’s data. They will be put
into effect through the security requirements captured in the requirements document, which are outlined in
the following sections.

System Security Requirements

The system security requirements will consist of critical assets, important sources of threat and activities to
protect against, the relative ranking of key security goals, and specific system security needs.

Key Assets Being Protected

• Confidential Customer Information – <company-specific material>

• Intellectual Property – <company-specific material>

• Partner Intellectual Property – The company is in custodial care of various partners’ content. It
must protect the confidentiality and integrity of the information, and comply with contractual
obligations for it. <Any additional information on intellectual property>.

T
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• Brand – It is especially important to protect the above assets, as any breach could have a profound
impact on the corporate brand.

• <Description of other assets being protected>

Key Sources of Threat to Protect Against

• Cyber Vandals – The legions of crackers and script kiddies who routinely scan the Internet for
easy-to-exploit systems. This threat also encompasses more experienced hackers seeking to exploit
harder targets such as Department of Defense (DoD) systems.

• Disgruntled Employees – Either disgruntled corporate or customer employees who might attack
the site.

• Industrial Espionage Agents – Individuals who would attempt to breach systems to ferret out
valuable or confidential information. This type of threat is likely to grow due to given the agents’
relatively long time lines and large amount of resources.

• System Administrators (corporate personnel and customer site administrators) – Administrators
who may inadvertently damage, expose, or delete critical customer information.

• <Descriptions of other threats to protect against>

Key Activities to Protect Against

• Unauthorized access to confidential corporate or customer data

• Intentional or accidental deletion of critical customer data

• Intentional or accidental alteration of corporate data

• Denial of service (DoS)

• <Descriptions of other activities to protect against>

Relative Ranking of Fundamental Security Goals (Low, Medium, High)

• Confidentiality – High

• Integrity – High

• Availability – Medium

• Auditability – Medium

• Non-repudiation – N/A

• <Ranking of other fundamental goals>



A-14

METASeS™ Security Architecture and Design

Specific System Security Requirements

•  Role-based access control (RBAC)

•  Limiting access privilege

•  Logging

•  Service recovery

•  SSL (Secure Sockets Layer) encryption

•  A minimum of password and user ID for authentication

•  Redundancy and fail-over capability

•  <Descriptions of other security requirements>

Security Architecture and Design -- 

Technical Security Controls

Technical security controls include the following:

•  Hardened systems/network infrastructure

•  Hardened applications

•  Access control

•  Encryption

•  Auditing and monitoring

•  Backup and recovery

•  System redundancy

•  Load balancing

Hardened Systems /Network Infrastructure

The system can only be as secure as the underlying security of the servers and network environments that
support it. Weak server or network security can compromise the integrity of the system, leading to such
actions as unauthorized additions, deletions, or modification to content, or even subversion of the entire
system.

To mitigate the risk of compromise, the organization must adopt accepted system and network security
standards and security configuration best practices. Throughout development, such practices will be
leveraged from the META Security Group portfolio of best practices.
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Current

Standard best practices will be followed for hardening all servers, including using the lowest privilege
possible for services, removing all unnecessary applications and services, and compartmentalizing
functionality. All applications will run in restricted, “chroot” environments to prevent an attacker from
leveraging software flaws into privileged access to the operating system or critical services.

Future

The integrity of all of the servers could be further strengthened through the use of read-only file systems or
media such as CD-ROMs.

Hardened Applications

The application will be written entirely in Java, and executed by an unprivileged user. This user will have
minimal write access to the file system, configuration files, and application code. The application will be
stateless, and no session information will be stored on either the client or server that could be captured or
compromised in order to gain access to the application. There will be no mobile code, thus lessening the
risk to both servers and users. A minimal, non-persistent, auto-expiring, encrypted cookie will be used as a
session authentication credential.

Access Control

The application will control access by permission-based content delivery. <Explanation of content
delivery means>.

Based on their group membership, users will only be presented with links to content where their groups
will be explicitly granted access rights. Links to restricted content will be omitted altogether. <Further
explanation of access controls>.

Encryption 

All remote access to the system will be encrypted to ensure confidentiality through SSL or other proven
encryption methods.

Auditing and Monitoring

Auditing will be performed at multiple levels, including the application, network, and system.
<Explanation of company-specific material on auditing>.

Monitoring will occur in real time through both manual and automated mechanisms. <Explanation of
company-specific material on monitoring>.

Backup/Recovery
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Servers will be backed up nightly. The backup files will be encrypted and copied to a secure off-site
location in order to provide redundancy. <Additional, company-specific material>.

System Redundancy and Load Balancing

Hardware load balancing will be used to maintain the availability of both the Web and application servers.
<company-specific material>.

Redundant critical infrastructure elements will provide fault tolerance. <company-specific material>.

The hosting facility will provide redundant power circuits to the data center racks, redundant connections to
the local power grid, backup generators in the event of outages, and peering agreements with service
providers to ensure acceptable levels of network redundancy. <company-specific material>.

<Descriptions of other technical security controls>.

Security Architecture and Design -- 

Non-Technical Security Controls

The narrative text below outlines the non-technical security controls that will be used to meet the security
requirements. The non-technical security controls includes these aspects:

• Secure software development life cycle

• Annual risk assessment

• Ongoing vulnerability management

• Ongoing user awareness and training

• Administration procedures

• Physical access control

• Real-time monitoring and incident response

• Auditing and logging review

• Change management

• Availability and recovery

• Backup

• Disaster recovery

• Customer support

Secure Development Life Cycle Process
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A secure software development life cycle methodology will be followed, for the initial release and through
subsequent releases. (This document is itself a reflection of a life cycle process.) Security will be
intentionally designed into the system and the portal from the beginning, starting with the requirements
definition, and continuing through design reviews, implementation, testing, and approval phases.

Yearly Risk Assessment Process

An annual independent risk assessment will be performed. <company-specific material>.

Ongoing Vulnerability Management Process

An up-to-date system configuration will be maintained. New, applicable vulnerabilities will be reviewed
on a daily basis, and mitigated as appropriate. <company-specific material>.

User Awareness and Training Procedures

Initial training, including security training, will be provided for all new users. Ongoing, updated training
for both users and administrators will be provided as needed. <company-specific material>.

User Administration Procedures

New customers will be set up as part of the welcome and enrollment process. <company-specific
material>.

Physical Access control

The equipment will be secured in a guarded, monitored, restricted access facility. <company-specific
material>.

Only authorized users will be granted access to the facility, and only after proving their identity.
<company-specific material>.

Real-time (7x24) Monitoring and Incident Response Procedures

Full, network-based intrusion detection capabilities and incident response procedures will be in place at all
times. <company-specific material>.

Audit/Log File Review Procedure

All audit and logging information will be periodically reviewed. <company-specific material>.
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System Change Management Procedures

Change management will be controlled, according to formal change request methodology, through single
points of approval and implementation. Application software will be managed through source code
control. <company-specific material>.

Availability Monitoring and System Recovery Procedures

System availability and response will be closely monitored. In the event an anomaly is detected, escalation
procedures will be followed to ensure timely system recovery. <company-specific material>.

Backup and Recovery Procedures

Systems backups will be performed regularly, and securely transferred to an off-site location. <company-
specific material>.

Data will be recovered as required, as detailed in the system recovery procedures. <company-specific
material>.

Disaster Recovery Procedures

The hosting facility will have a comprehensive disaster recovery plan. Stand-by production hardware will
be maintained at an alternate location. <company-specific material>.

Customer Setup and Support Process 

Sales and customer service personnel will jointly handle the process for setting up and supporting new
customers. <company-specific material>.

<Descriptions of other non-technical security controls>.
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Environment 

his section documents the platform environment for delivery of the system solution`s. It also details
the tools deemed appropriate for development on the chosen platform.

Target Delivery Infrastructure Platform (Network, etc.)

Server Operating System

Operating System <company-specific material>.

Database Server

Database <company-specific material>.

Web Server

Web Server <company-specific material>.

T 
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Application Server

Application Server <company-specific material>.

Client Operating Systems

Any operating system that supports one of the Web browsers below

Client Web Browser

• Microsoft Internet Explorer, version 3.0 and above

• Netscape Navigator or Communicator, version 3.0 and above

<other company-specific material relating to target delivery infrastructure
platform>.

Development Tools

Source Code Control System 

Revision Control System <company-specific system>.

Performance Testing Tool 

Performance Tool <company-specific tool>.

Functional Testing Tool 

Functional Test <company-specific testing tool>.

Content Conversion

Content Conversion Tool <company-specific tool>.

<other company-specific material relating to development tools >.



 A-21

Concept of Operation 

(CONOP)

his section discusses the Concept of Operation (CONOP), detailing the recommended approach to
rollout, as well as initial pilot and full production deployment, including a sketch of ongoing

operations.

 

Recommended Approach to System 

Implementation/Rollout

The system will follow a multi-staged rollout program. The rollout will encompass not only technical
delivery but also the associated marketing and training required to promote and administer the system. A
staged roll-out will help the system management and development teams address initial bugs, evaluate and
make small incremental enhancements to initial system usability, and gather end-user input for the large-
scale production deployment. <Further information on the company’s approach to
implementation>.

Initial Pilot Deployment (Alpha and Beta)

<company-specific material>.

Full Production Deployment (General Availability)

<company-specific material>.

Ongoing Operations

Table A-1 below provides the basic roles envisioned to manage the system on an ongoing basis. Table A-2
outlines how different groups of end users will employ the system.

T 
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Operational Roles

Table A-1 outlines the basic roles to manage the system on an ongoing basis.

Operational Role Function

Corporate Engineering This person or group will be responsible for setting the agenda for the system
and signing off on any plans or system modifications. Corporate engineering
will have responsibility for system architecture, design, and implementation, and
will serve as the final arbiter for issues that arise around system design,
deployment, use, etc. Corporate engineering will also be the liaison between
corporate groups and divisions to ensure that appropriate feedback is made to
the corporate content administrators and to corporate product marketing.
<company-specific material on other corporate engineering
roles>.

The engineering group will also be responsible for the following system
maintenance tasks:

� System enhancements
� System bug tracking and fixing
� Help desk support
� Disaster recovery
� <company-specific material on other tasks>.

Corporate Product Marketing This person or group will carry out the following duties:

� Product definition, pricing, promotion, and positioning
� Working with customers to define new and refine existing system

requirements
� Monitoring competitive environment to drive new requirements
� Working with engineering to schedule new releases
� Developing go-to-market plans
� <company-specific material on other duties>.

Customer Systems
Administration

This person or group will perform various functions. <company-specific
material>.

Customer Content Manager This person carries out changes to the system content. <company-
specific material>.

Customer Help Desk This group provides level-1 support for issues with the system. <company-
specific material>.

<Other roles> <company-specific material>.
 

Table A-1: Table of Operations Roles

System End Users

Table A-2 outlines how different groups of end users will employ the system.

<company-specific material for a table on end users>.



 A-23

Miscellany 

This section contains brief discussions of the system’s site map as well as a style guide.

System Site Map

The envisioned site map for the system appears in Figure A-3. Note the legend that delimits the
functionality to be deployed across the different versions of the system.

Figure  A-3 - The System Site Map

<other company-specific material relating to the site map>.

System Style Guide

The Style Guide will be captured in static HTML mock-ups, to be provided by corporate marketing. The
HTML pages will document the following:

• Recurring graphical elements (bullets, logos for branding, separators, miscellaneous
“chrome” features)

• Color scheme. At a minimum, will include a color scheme outlining where color is used;
multiple color schemes can be offered to a customer for site customization.

• Font styles (face, sizes, weights, formatting, etc.)
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• Navigational elements (menus, location, breadcrumbs (aids informing user where he is
located within a complicated site)

• <other company-specific material>.

For details on the guidelines driving the HTML mock-ups, see the requirements document.

It is anticipated that the Style Guide will be a living document, subject to design changes brought on by
technical or usability constraints.


