-- Oracle PASSWORD_FUNCTION exit routine

(username varchar2,

  password varchar2,

  old_password varchar2)

  RETURN boolean IS

   n boolean;

   m integer;

   three_of_four integer;

   is_lc_char  boolean;

   is_uc_char  boolean;

   isdigit boolean;

   ispunct boolean;

   digitarray varchar2(20);

   uc_chararray varchar2(26);

   lc_chararray varchar2(26);

   punctarray varchar2(26);

   FINAL_STATUS  BOOLEAN;

BEGIN

   FINAL_STATUS := TRUE;

   digitarray := '0123456789';

   uc_chararray := 'ABCDEFGHIJKLMNOPQRSTUVWXYZ';

   lc_chararray := 'abcdefghijklmnopqrstuvwxyz';

   punctarray := '!"#$%&()''*+,-/:;<=>?_';

   -- Check if the password is same as the username

   IF NLS_LOWER(password) = NLS_LOWER(username) THEN

     raise_application_error(-20001, 'Password same as or similar to username');

     FINAL_STATUS := FALSE;

   END IF;

   -- Check for the minimum length of the password

   IF length(password) < 8 THEN

      raise_application_error(-20002, 'Password length less than 8');

      FINAL_STATUS := FALSE;

   END IF;

   -- Check three of four characters

   three_of_four := 0;

   -- 1. Check for a digit

   isdigit:=FALSE;

   m := length(password);

   FOR i IN 1..10 LOOP

      FOR j IN 1..m LOOP

         IF substr(password,j,1) = substr(digitarray,i,1) THEN

            isdigit:=TRUE;

         END IF;

      END LOOP;

   END LOOP;

   IF isdigit = TRUE THEN

       three_of_four := three_of_four + 1;

   END IF;

   -- 2. Check for a lowercase character

   is_lc_char:=FALSE;

   FOR i IN 1..length(lc_chararray) LOOP

      FOR j IN 1..m LOOP

         IF substr(password,j,1) = substr(lc_chararray,i,1) THEN

            is_lc_char:=TRUE;

         END IF;

      END LOOP;

   END LOOP;

   IF is_lc_char = TRUE THEN

      three_of_four := three_of_four + 1;

   END IF;

   -- 3. Check for a UPPERCASE character

   is_uc_char:=FALSE;

   FOR i IN 1..length(uc_chararray) LOOP

      FOR j IN 1..m LOOP

         IF substr(password,j,1) = substr(uc_chararray,i,1) THEN

            is_uc_char:=TRUE;

         END IF;

      END LOOP;

   END LOOP;

   IF is_uc_char = TRUE THEN

      three_of_four := three_of_four + 1;

   END IF;

   -- 4. Check for a punctuation or symbol character

   ispunct:=FALSE;

   FOR i IN 1..length(punctarray) LOOP

      FOR j IN 1..m LOOP

         IF substr(password,j,1) = substr(punctarray,i,1) THEN

            ispunct:=TRUE;

         END IF;

      END LOOP;

   END LOOP;

   IF ispunct = TRUE THEN

      three_of_four := three_of_four + 1;

   END IF;

   -- now check value of three_of_four

   IF three_of_four < 3 THEN

      raise_application_error(-20003, 'Password too simple');

      FINAL_STATUS := FALSE;

   END IF;

   RETURN (FINAL_STATUS);

END;

